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Brit Cyber Services

Our policies aren't just about cover,
they're about preparing and protecting.

Here's how we support clients before, during and after a cyber incident.

Ready Set
Understand cyber exposure Strengthen defences with
and strengthen organisational monitoring, specialist security
readiness with risk assessments, services and expert guidance
training and practical to help reduce the likelihood
planning tools. of a cyber incident.

Recover
If an incident occurs, access
experienced breach response
specialists and claims support
to help contain the threat
and restore operations.

DataSafe Outside-in security scanning

Available to all Brit primary insureds - DataSafe's
tools, training and threat intelligence help manage
cyber risk.

= Cyber threat alerts and security news
= Critical vulnerability notifications (CVE alerts)

= Unlimited one-to-one access to Chief Information
Security Officer (CISO) expertise

= Policy and procedure templates

= Security awareness training modules
= Phishing email simulations

= Cyber risk webinars and briefings

= Al readiness assessments

= Attack surface vulnerability reports (powered by
Security Vue) - continuous scanning of a client’s
online systems to identify weaknesses.

BreachBits threat intelligence

Brit uses BreachBits outside-in scanning technology
to identify verified attack paths and emerging cyber
threats, helping clients prioritise remediation and
reduce exposure.

This technology filters out false positives so only
viable and verified attack paths that can be exploited
are surfaced to the recipient.

Brit will notify clients and brokers of emerging
threats so action can be taken.
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Up to 30% off cyber security tools

CrowdStrike

Security for the most critical areas of risk; your
devices, user accounts, data and cloud systems -
it detects and stops breaches.

Tenable

Identify and prioritise cyber risks across your
systems and infrastructure in the cloud and
on-premise, using robust security, vulnerability
management and compliance toals.

KnowBe4
Interactive security awareness training and phishing
simulation programmes.

Dragos
Cyber security monitoring and threat detection
platform for Operational Technology.

Opswat

The MetaDefender platform checks for threats and
removes files that could cause harm before they
reach users via multiscanning and deep content
disarm and reconstruction (Deep CDR).

Zerofox

‘Takedown Service' rapidly removes malicious online
infrastructure, including phishing domains, social
media impersonation accounts, fraudulent apps and
marketplace scams.

Discounted Cyber Security Services
= Threat modelling and threat hunting

= Red-team exercises - comprehensive simulations
of cyberattacks to test business response

= Penetration testing (physical, virtual and objective-
based)

= Evaluate cyber risk against NIST guidelines
= Managed detection and response (MDR) services
= Quarterly threat landscape reporting

= Purple Team - combined attack and defence team
testing and responding to simulated cyberattack

= Exposure reviews for key people

Brit Cyber Claims App

= Available to all Brit Primary insureds through the
Apple App Store and the Google Store.

= The app assists you in contacting our 24 hour
breach response line and correctly and promptly
notifying claims.

= Access to Brit Cyber Knowledge Hub.

Get in touch

Speak to your broker or contact us by email on cyber.services(dbritinsurance.com
to find out more and access these services.
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Tim Hodgkins
In-House Cyber Underwriting Consultant
t: +44 (0)20 3857 0466
e: tim.hodgkins(@britinsurance.com
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Moaaz Mushtaq
Cyber Underwriting Analyst
t: +44 (0)20 3836 8397
e: moaaz.mushtaq(dbritinsurance.com

britinsurance.com/insurance/cyber

This document is for information purposes only. It does not constitute an expression of coverage under any insurance product. This is not a solicitation or offer for
insurance. Coverage is only available from licenced brokers. Coverage is subject to the full terms and conditions of the palicy. Brit accepts no responsibility for any
actions taken following review of this document or any recommendations provided. Independent advice should be taken before any remediation work is conducted.
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