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Brit Cyberéervices

Advancing cyber resilience beyond risk transfer

In a world where cyber risk impacts revenue, reputation, and resilience,
insurance alone isn't enough. We combine cover with insight and action
to help leaders stay ahead of risk, not react to it.

DataSafe

Available to all Brit primary insureds - DataSafe's
tools, training and threat intelligence help manage
cyber risk.

= Cyber threat alerts and security news
Critical vulnerability notifications (CVE alerts)

Unlimited one-to-one access to Chief Information
Security Officer (CISO) expertise

Policy and procedure templates
Security awareness training modules
Phishing email simulations

Cyber risk webinars and briefings

Al readiness assessments

Outside-in security scanning

= Attack surface vulnerability reports (powered by
Security Vue) - continuous scanning of a client’s
online systems to identify weaknesses.

Discounted Cyber Security Services

As a Brit primary client you have access to additional
cyber security services at a discounted Brit rate.

= Threat Modelling

= Red Teaming

= Pen test

= NIST Assessment (Independent)

= Physical Pen Testing

= MDR Service

= Threat Landscape Reporting - Quarterly

= Purple Team

= Key Person Assessment (KPA) Three people
= Objective-Based Penetration Testing

Discounted Vendor Licenses

As a Brit primary client you have access to discounted
licensing (up to 30%) from the following vendors:

= CrowdStrike - CrowdStrike secures the most
critical areas of risk; endpoints and cloud
workloads, identity, and data, to keep customers
ahead of today's adversaries and stop breaches.

= Tenable - Tenable helps prioritise & fix cyber risk,
in the cloud and on-prem, using robust security,
vulnerability management and compliance tools.

= KnowBe4 - KnowBe4 provides interactive
security awareness training and simulated
phishing campaigns to help organisations protect
themselves from cyber threats.

= Dragos - Dragos makes defence doable with
the industry's most intelligent and intuitive
cybersecurity platform for Operational Technology.

= Opswat - Opswat provides advanced
threatprevention and critical-infrastructure
security through its MetaDefender platform, which
combines multiscanning, deep content disarm and
reconstruction (Deep CDR).

= Zerofox - ZeroFox's Takedown Service rapidly
remaves malicious online infrastructure, including
phishing domains, impersonating social media
accounts, fraudulent apps and marketplace scams.

BreachBits

Brit uses BreachBits outside-in scanning technology
to identify verified attack paths and emerging cyber
threats, helping clients prioritise remediation and
reduce expaosure.

This technology filters out false positives so only
viable and verified attack paths that can be exploited
are surfaced to the recipient.

Brit will notify clients and brokers of emerging
threats so action can be taken.
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Risk Management Bursary Services Post-Bind Debriefs

Clients could access one of the below: These are performed by Brit's in-house cyber
- Incident Respaonse Playbook review consulting team for Brit primary clients. These give
(up to x5 playbooks) insight to how the insured has performed has part

of the underwriting process. Including but limited to:

= Items that the insured does well from a cyber risk
management point of view.

= Areas for enhancement based on the underwriting

= M365 Assessment
= Microsoft Azure Assessment
= Active Directory Assessment

= Cyber Essentials Basic Certification review process.

= Cyber Essentials Basic Certification + Support = Benchmarking with peers across key cyber control
= Digital Attack Surface Assessment (DASA) domains.

= (C-suite State of the Nation Awareness session = Threat intelligence tailored to the industry

- Threat Landscape Reporting subsector and domiciled geagraphy.

= IR Tabletop Exercise

- IR Tabletop Workshop Brit Cyber Claims App

- Business Continuity Planning Workshop = Available to all Brit Primary insureds through the

Apple App Store and the Google Store.

= The app assists you in contacting our 24 hour
breach response line and correctly and promptly

= Cyber Risk Assessment Workshop
= Third Party Criticality Supplier Review

= Baseline Information Security Assessment (BISA) notifying claims.

= GDPR Regulatory & Compliance Review = Access to Brit Cyber Knowledge Hub

= IR Palicy & Plan Review

= Cyber First Responder Training Axio

= Phishing Resilience Assessment = Axio provides cyber risk quantification to help

= Phishing Resilience Assessment + Simulation educate cligrjts on the exposure they may have.

- Key Person Assessment (KPA) - One Person ;;onr:wagemalmous cyber event that causes physical

= Deepfake Demo L . .
= Brit will facilitate the production of the report -

all that is required is an IT and OT cyber application
Refer to Brit's Risk Management Services matrix for form and a Statement of values. Axio will then

details of the number of services available to clients. run its proprietary modelling over the top of this
which is then layered with outside in-scanning and
Dragos threat intelligence to craft specific loss
scenarios to the client.

= Axio are the two-time Forrester “"Leader” in Cyber

Risk Quantification Wave Report, Cyber Physical
Product of the Year (2024) and Cyber Technology
Provider of the Year (2025) at the EU Intelligent
Insurer Cyber Awards.

Get in touch

Speak to your broker or contact us by email on cyber.services(dbritinsurance.com
to find out more and access these services.
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Tim Hodgkins Moaaz Mushtaq

In-House Cyber Underwriting Consultant Cyber Underwriting Analyst
t: +44 (0)20 3857 0466 t: +44 (0)20 3836 8397
e: tim.hodgkins(dbritinsurance.com e: moaaz.mushtaqg(dbritinsurance.com

britinsurance.com/insurance/cyber

This document is for information purposes only. It does not constitute an expression of coverage under any insurance product. This is not a solicitation or offer for
insurance. Coverage is only available from licenced brokers. Coverage is subject to the full terms and conditions of the palicy. Brit accepts no responsibility for any
actions taken following review of this document or any recommendations provided. Independent advice should be taken before any remediation work is conducted.
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